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Brownsville ISD to require Microsoft Multi-Factor Authentication to enhance account security

Multi-Factor
Authentication for
Email and Office 365

Multi-Factor authentication (a.k.a. MFA) is a

method to help better secure email accounts and

Office 365 access. This additional security

comes from having to Approve the sign-ins to

your account using a mobile device. This way if

a scammer has somehow managed to get your

password, they will not be able to access your

email, since they will not have your mobile device to approve
the sign in.

IMPORTANT NOTE ABOUT

EMAIL: since not all Mobile phones support

Multi-factor authentication, you will need to also
download the Outlook App for your Mobile

device to access your BISD email on your mobile
device after MFA is setup.

Microsoft MFA protects users by requiring a second
form of authentication, in addition to a password,
when signing into Office 365 applications (including
Outlook email). Options include using text messages,
an audio phone call, or the Microsoft Authenticator
App to authenticate.

Once users are registered, they will receive a notice
when signing into Microsoft accounts that more
information is required. (Most users have already
entered this information) Users will then be walked
through the steps to register a device and set up
MFA for their account.

The Microsoft Authenticator is a better
authentication method when doing
multi-factor authentication (MFA) since it
provides frictionless push notifications.

* You won’t have to do the step very often. Some people

worry that multifactor authentication is going to be really
inconvenient, but generally it’s only used the first time you sign
into an app or device, or the first time you sign in after
changing your password. After that you'll just need your
primary factor, usually a password, like you do now.

The extra security comes from the fact that somebody trying to break
into your account is probably not using your device, so they’ll need to
have that second factor to get in.

Additional Context:

As technology moves rapidly, so do cyberattacks and the
subsequent security risk of our information. Demands for
easier sign-in experiences is on the rise, too. The
Authenticator app increases organization’s

security and provides you with a smooth MFA

experience via push notifications.

Thanks,
Brownsville ISD Computer Services Dept



Get the app on your phone

Scan the QR code with your Android or IOS mobile device.

Google Play App Store



Authenticator App Setup

Use these steps if you see this screen:

Step 2:

= Authenticator SE < Add account
WHAT KIND CF ACCOUNT ARE YOU ADDING?

Ready to add your
first account? =- Personal account

] Work or school account

Step 1:

R Other {Google, Facebook, eic.)

Step 4: Step 5:

Cancel

BROWNSVILLE INDEPENDENT SCHOOL DISTRI
AN EARLY COLLEGE DISTRICT

B Microsoft _
« user@bisd.us

Sign in Enter password

user@bisd.usl

.l.l.....l

Can't access your account? Forgot my password

Step 7: Step 8:

Cancel
Account added

BROWNSVILLE INDEPENDENT SCHOOL DISTRICT
AN EARLY COLLEGE DISTRICT

user@bisd.us

Enter code

@

[ We texted your phone +X XXXXXXXX
Please enter the code to sign in.

You can now use the following sign-in methods from
this device:

Having trouble? Sign in another way Q Two-step verification

Notification approvals

= Two-step verification
One-Time Password codes

Welcome to Brownsville ISD

Step 3:

VIHAT KiND OF ACCOUNT ARE YOU ADDING?

Personal account >

Other {Googls, Facebook, etc.) >

Add work or
school account

I Sign in I

Scan QR code

Step 6:
BROWNSVILLE INDEPENDENT SCHOOL DISTRICT
AN EARLY COLLEGE DISTRICT
user @bisd.us

Verify your identity

I:l Text +X XXXXXXXX
Are your verification methods current? Check at
https:/{aka.ms/mfasetup

Cancel

Welcome to Brownsville ISD



Setup Outlook for Authenticator

Use Sign in to BISD Outlook:

Log in to Outlook and click on the Top Right Circle with Photo/Initials and click on [View my Account]

= Home View
= =R ail '
[ Nownai |
o > favrites Inbox # = Fifter
& Inbox

D Sent ltems.
59 Drafts

Add favorite

BB ¢ o

~ Folders

Step 2:

Security info

User p/

1 user@biscus

Kaep your verification mathods snd securty
o up 1o date.

W Why can't | edit?

Devices

Step 4:

Add a method

Which method would you ke to add?

Authenticator app

Step 6:

Microsoft Authenticator X

Set up your account

It prompted, allows notifications, Then add an account, and select Werk or sehcal’,

Step 8:

Microsoft Authenticator

Let's try it out
e

Apprave the notification we're sending to your app,

Step 3:

| & Overview
|
| B security info

= 0

CH Teams call [F=]

Yo Tme My sign-ns
Security info

These are the methods you use to sign inte your account o reset your password.

I ~+ Add sign-in method I<:

No items to display.
| £ Devices
|
| B privacy Lost device? Sign out everywhere

Step 5:

Microsoft Authenticator X

Start by getting the app
O your phene, instal the Micrasaft Authanticater op. Dawrload row

Adter you imstall the Micraseft Authenticatar app an your device, choose "Next”

Iwant 1o use suthenticator 05

Cancel

Step 7:

Step 9:

Microsoft Authenticator *

Scan the QR code

s tre Microsoft Autnenicstar 396 t 1can the 1 sode, This sl connect the Migosoit Authentcator
s Wil your sccount

aftor yrsecan tho QR cade, ehaca “Hoxt

[ Ccmisinase

e

Microsoft Authenticator X

Notification approved

Back




